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The paper considers the problem of assessing the level of information security of educational information sys-
tems in the context of digital transformation of society. A methodology for determining the level of information secu-
rity of educational information systems based on expert information and a knowledge base consisting of fuzzy pro-
duction rules is proposed. This approach differs in that it allows formalizing qualitative assessments of the state of the
system using the theory of fuzzy sets and assessing the level of information security of educational information sys-
tems not only in real time, but also at the stage of their development and implementation. Also, the technique in-
volves building a hierarchy of system damage, which can impede the identification of each other. The implementa-
tion of the methodology makes it possible to increase the efficiency of the quality management process of educational
information systems and the educational process as a whole.
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B cratee paccmarpuBaercs mpoOiemMa OLEHKH ypOBHS HH(OpPMAaIMOHHOHM Oe30macHOCTH 00pa3oBaTeNbHBIX
MH()OPMAIMOHHBIX CHCTEM B YCIOBHAX IH(POBOH TpaHchopMmaru obmectsa. [Ipemiaraercs MeToanka onpenene-
HMS ypOBHS MH(OPMALMOHHOI Oe30macHOCTH 00pa3oBaTENbHBIX HH(GOPMALMOHHBIX CHCTEM Ha OCHOBE 3KCIIEPTHOIL
uHpOpMaIMK U 6a3bl 3HAHHUIL, COCTOSMIEH N3 HEUETKUX IPOAYKIMOHHBIX MPABHIL. DTOT MOAXO] OTINYAETCS TEM, YTO
HO3BOJIIET (HOPMANTM30BAaTh KAYCCTBEHHBIC OLICHKH COCTOSHHS CHCTEMBI C MCIOJIb30BAaHUEM TEOPHH HEUYETKHUX MHO-
JKECTB U OLICHUTh YPOBEHb HH(POPMALMOHHOI 06€30IIacHOCTH 00pa30BaTeIbHBIX HH(POPMAIMOHHBIX CHCTEM HE TOJIb-
KO B PeXKHME PealbHOTO BPEMEHH, HO M Ha JTalle UX CO3/aHus, pa3pabOTKH U BHEIpeHUs. TaxKe METOIMKa IPe/IIo-
JlaraeT IMoCTPOSHHE HepapXrH ITOBPEXKICHUH CHCTEMBI, KOTOPBIE MOT'YT NPEISITCTBOBATh UX MACHTH(HUKAIN. BHexn-
peHNe METOAWKH I03BOJIIET MOBBICHTH 3((EKTUBHOCTH Ipolecca YIMpPaBICHHS Ka4eCTBOM 00pa30BaTENbHBIX HH-
(hOpMaIMOHHEIX CHCTEM 1 00pa30BaTEIBLHOTO MIPOIecca B LIEJIOM.

KuiroueBbie ciioBa: oOpa3oBaTenbHasi CHCTEMa, KauecTBO HH(POPMALMOHHBIX CHCTEM, Iu(ppoBu3anus o6pa3o-
BaHMA, HHHOpMaLMOHHAas 6e30MacHOCTh 00pa3oBaTenbHON HH)OPMALMOHHON CUCTEMBI

LEVELS OF HIERARCHY

Introduction. The trend towards digitalization of all spheres of society, undoubtedly, has become
a prerequisite for the introduction of electronic technologies in the field of education. And if at the dawn
of the new technical revolution "digital" penetrated the higher education system, then the 2020 were
marked by the digitalization of secondary schools as a kind of addition to the traditional one. After 2018,
the paradigm of active implementation of online courses has strengthened in higher educational institu-
tions, including the practice of replacing (on an alternative or non-alternative basis) traditional disciplines
by distance learning. These practices provoked heated discussions, since not all disciplines turned out to
be meaningfully and methodically adaptable to the online format. However, no one considered the option
of a complete transition "to digital" as the only correct one.

The problems caused by the coronavirus pandemic have affected all areas of public life, including
education. If earlier mainly higher educational institutions, interested in reaching the audience and im-
plementing projects of lifelong and accessible education, gravitated towards the remote conduct of the
educational process, then forced self-isolation has led to the fact that distance technologies, which are
poorly demanded by the school, have become an urgent need. The massive transition of all schools to
online education clearly demonstrated the problem of assessing the level of information security of educa-
tional information systems, the relevance of which was missed in "peacetime", since an increase in the
load on these systems led to various negative consequences, for example, educational portals that were
not designed for a one-time stay of a large number of users did not cope with the load and errors occurred,
as a result of which students could not receive the assignment. The number of hacker attacks on educa-
tional systems has also frighteningly increased, in connection with this there is an urgent need to assess
the state of the educational information systems (EIS) for information security, while such an assessment
must be carried out constantly as part of the quality management of the EIS [3].

Fuzzy damage assessment classifier. During the analysis of the subject area, it was revealed that
the current level of information security of the EIS is directly related to the intensity of damage to infor-
mation assets and information protection means (IPM). Their level is most often determined by the deci-
sion-maker by tracking changes and assessed verbally [6].

To formalize linguistic assessments of damage to information assets and IPM, we introduce the lin-
guistic variable "Parameter value" and assign it to the term-set of its values VP, which will consist of 9
elements belonging to the positive or negative range of assessments:

VP = {Extremely negative (A"); Above average negative (B’); Medium negative (C'); Low negative
(D’); Null (0); Low positive (D"); Medium positive (C"); Above average positive (B"); Overwhelmingly
positive (A")}

For the graphical representation of VP, a nine-level classifier has been compiled, within the frame-
work of which trapezoids are assigned to the membership functions of fuzzy numbers on the segment
[-1,1] e R:

{A'(-1;-1; -0,85; -0,75); B(-0,85; —0,75; —0,65; —0,55); C'(-0,65; —0,55; —0,45; —0,35);
D’(-0,45; -0,35; —0,25; —0,15); «O»( —0,25; —0,15; 0,15; 0,25);
D(0,15; 0,25; 0,35; 0,45); C'(0,35; 0,45; 0,55; 0,65);
B'(0,55; 0,65; 0,75; 0,85); A(0,75; 0,85; 1;1)},
where in a fuzzy number XX(a;, a,, a3, a4) a; and a4 — abscissa of the lower base, a, and a; — abscissa
of the upper base of the trapezoid.

It is important to note that the sum of all membership functions for any x € [-1, 1] must be equal
to one to ensure consistency.

The advantage of such a fuzzy classifier is that if nothing is known about the parameter, except that
its value can be in the interval [-1, 1]. In addition, the classifier is convenient for the association between
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qualitative and quantitative estimates of the parameter with the maximum highest results. It is a kind of
modification of the "gray" scale of D.A. Pospelova [8], which is a scale with smooth transitions between
properties, in contrast to the interval scale, where the transitions occur abruptly. In the world scientific
community, it is believed that smooth "gray" scales more clearly reflect expert assessments and the spe-
cifics of decision-making in conditions of uncertainty [7-9].

The proposed classifier makes it possible to move from a verbal linguistic assessment to a smooth
interval scale with symmetric classification nodes in a consistent manner. In this node, the function value
is equal to 1, in the rest — to zero. With distance from the node or approaching it, the expert decreases or
increases the degree of confidence in classification and assessment.

It is important to note that the number of classifier levels depends on the requirements for the accuracy of
the assessment and the expert's opinion. Binary (yes, no, good or bad) or ternary (high, medium, low) classifi-
ers are often used, however, in our opinion, they are not accurate enough to determine the quality of the EIS.

Formalization of expert judgments about the amount of damage. In order to formalize expert judg-
ments, reflecting the impact of the detected damage to information assets and IPM on the level of infor-
mation security services, it is proposed to apply a set of fuzzy production rules of the form (1), which
represent a knowledge base (KB):

IF (&Y, [Pov; == P]) Then (& 1[0 (K == S)D, €))

where PB,S; € VP — linguistic assessments of the levels of damage to assets and IPM and assessments
of the state of IS characteristics; symbol «= =»acts as an operator for comparing two values; terms
"Pov; = B" express the level of the i-th damage to an asset or IPM; consequence "K; == S;" determines
the state of the j-th security service; O; reflects the degree of confidence of the expert in the investigation,
and according to the Harrington metric has the following verbal relations: 0,00—0,19 — the probability is
extremely low; 0,20—0,36 — probability is low; 0,37-0,63 — average probability; 0,64—0,79 — the probabil-
ity is high; 0,80—1,0 — the probability is extremely high.

Revealing the damage hierarchy. In the process of filling the knowledge base, a situation is wide-
spread when, with a high level of some damage, it becomes difficult to identify the level of others
(for example, with a high level of physical damage to the device, it is not possible to establish the amount
of software damage).

In order to systematize this fact, a hierarchy of injuries was formulated, consisting of 4 levels (fig. 1).
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Figure 1 — Hierarchy of damage to assets and IPM

The zero level includes:

1. Damage to information transmission channels. They affect the integrity, availability and reliabil-
ity of data (A).

2. Physical damage to the structural components of the servers. They affect the integrity, availability
and validity of data (Z).
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3. Physical damage to the structural components of workstations. They affect the integrity, availabil-
ity and reliability of data (E).

4. Damage to independent structural components of IPM: technical engineering and hardware
means; organizational and legal measures to protect information. They affect the confidentiality, integrity,
availability and reliability of data (B).

5. Damage to media with data backups. This damage affects the availability, reliability and integrity
of information (C).

The first level includes:

6. Damage to the system software of the servers. They affect the integrity, availability and reliability
of data (F).

7. Damage to the system software of workstations. They affect the integrity, availability and reliabil-
ity of data (QG).

The second level includes:

8. Damage to the server application software (H). They affect the integrity, availability and reliabil-
ity of data.

9. Damage to the application software of workstations. They affect the integrity, availability and va-
lidity of data (I).

10. Damage to software information security systems on servers. They affect the confidentiality, in-
tegrity, availability and reliability of data (J).

11. Damage to software information security systems on workstations. They affect the confidentiali-
ty, integrity, availability and reliability of data (Y).

The third level includes:

12. Damage to files on servers. They affect the integrity, availability and validity of data (L1).

13. Damage to files on workstations. They affect the integrity, availability and reliability of data (L2).

A hierarchical system of possible damage to structural components built in this logic satisfies the
following conditions:

+ within the same hierarchical level, damages do not affect each other;

» damages located at lower levels of the hierarchy are capable of influencing the detection of dam-
ages at higher levels.

Each of the levels of the hierarchical structure of possible damage, if desired, can be decomposed,
but only under strict fulfillment of the above conditions.

In order to form a knowledge base, experts define the following rules [1]:

IF [POVi == Dl] Then (Ol (K] == Si)]’ (2)

The rules formulated in this way express the influence of each level of damage to components in
blocks of the hierarchical structure on information security services.

Because the level of possible damage is characterized by values from the right side of the nine-level
VP classifier, then for each of the 5 expressed values, it is required to formulate 4 rules (1 rule for each of
the IS services, which may be affected by these damages). Thus, the number of rules for each possible dam-
age included in the hierarchical block is 20. The total number of rules in the knowledge base is 415 pieces.

It is important to note that the knowledge base formulated in this way is:

e complete, because there is a logical conclusion for each possible damage and level of the hierar-
chical structure of damage;

¢ irredundant, because the absence of at least one of the rules leads to incomplete information in
the knowledge base;

e consistent, since there is no situation in which two rules have the same left-hand side with differ-
ent right-hand sides.

Definitely an important stage in the development of the KB is the formulation of a list of "key"
damages and their "critical" levels. Key damages when reaching their critical level prevent the identifica-
tion of damage to components of the next level of the hierarchy. As part of an expert assessment, it is
required to identify “critical” levels of “key” damage to elements at each hierarchical level.

Level zero is characterized by the following "key" injuries:

e physical damage to EIS servers, which in case of “critical” damage do not allow identifying
damage of the first, second and third levels;

e physical damage to workstations that are part of the EIS, which in case of "critical" damage do
not allow identifying damage of the first, second and third levels.

The first level is characterized by the following "key" injuries:

e damage to the system software of EIS servers, which in case of “critical” damage do not allow
identifying damage of the second and third levels;
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e damage to the system software of workstations that are part of the EIS, which, in case of "criti-
cal" damage, do not allow identifying damage of the second and third levels.

The second level is characterized by the following "key" injuries:

e damage to the application software of the EIS servers, which, in case of “critical” damage, do not
allow identifying damage of the third level;

e damage to the application software of workstations that are part of the EIS, which, in case
of "critical" damage, do not allow identification of damage of the third level.

Methodology for assessing the level of information security of an educational information system.
The procedure for assessing the level of information security in the EIS can be represented as an iterative
block diagram (fig. 2), which reflects the following stages:

1. Finding a matching rule in the KB.

2. Assessment of information security services at the considered hierarchical level according to the
rules from the KB.

3. Placing and removing blocks that have critical critical damage.

4. Calculation of the integrated assessment of services and the general indicator of the information
security of the EIS.

Assessment of the state of information security services at each hierarchical level requires the devel-
opment of a procedure for using KB rules. Its input parameters are qualitative assessments of damage to
information resources and IPM at the considered hierarchical level. On this basis, the search for KB rules
is carried out and by formulating the rules below, the level of influence of damage to each element of the
hierarchy on information security services is revealed:

K[ IF (&Y, [Pov; = P]). Then (&, [max,, O KK = min; S; ) ), 3)

M me arg min; Sj )
where k — hierarchical block number; K]k — j-th information security service, characterizing the k-th block;
W — number of damages in the k-th block; P; — level of detected damage Pov;; N — number of information
security services, affected by damage to the k-th block; S; is the value of the information security service
Kj determined according to the existing database rules at the damage level Pov; equal to P; Oy, — the
degree of an expert's confidence in assessing the impact of damage Pov;, having a level P, on the j-th
information security service.

Take the number of the
hierarchical level as 0

!

Assess damage at the
current hierarchical level

!

Find rules in knowledge base

!

Assess the state of information security
services according to the found rules
from the knowledge base

Yes

Is the current level last?

Identify key damages at
the hierarchical level

N
Key damage at a critical level?

— Move to the next hierarchical level

Exclude matching
next-level blocks

Yes Are there blocks
for consideration on the

next block?

No | Calculate the integral assessment
of the level of information
security services

Figure 2 — Algorithm for calculating the information security indicator of the EIS
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As part of the calculation of the indicator of the level of information security, OIS are generated
automatically:

e at the 0-th hierarchical level of damage: 5 block rules;

e atthe 1-st hierarchical level of damage: up to 2 rules;

e at the 2-nd hierarchical level of damage: up to 4 rules;

e at the 3-rd hierarchical level of damage: up to 2 rules.

The estimate of the value of information security services at each hierarchical level is calculated as
the minimum value obtained as a result of using the generated block rules of the analyzed level:

L. ! — mj k
Kj: maxy, Om me arg miny K]k [K] ming K ik @)

where K} — is the j-th security service at the 1-th level.

The algorithm described in this way for determining the state of information security services
at each hierarchical level with the formation of an automatic rule makes it possible to simplify the filling
of the KB. In addition, it allows to reduce the complexity of the KB modification when it is necessary
to delete, add or edit production rules, because block rules are subject to formation only at the time
of assessing the level of information security.

The integral assessment of information security services K; is defined as the minimum value of the
information security criteria identified at each of the hierarchical levels that were found:

Kj: max;,{Op,} ,[Kj = min, Kj 1, (5)

me{arg(miny K}
It is important to note that in the case of a separate analysis of the level of information security sepa-

rately from the EIS quality management process, the decision maker can calculate a generalized infor-

mation security indicator based on an additive convolution of previously obtained integral estimates:

Ko = Li95°K;, (6)
where K, is a generalized indicator of information security of the EIS as a whole; n is the number of con-
sidered properties of information; o € [0; 1] is the coefficient of influence of Kj on Ko, o= 1.

In order to determine the value of the coefficients of the influence of information properties when
calculating the generalized indicator of the level of information security of the OIS, it is advisable to use a
modified method of non-strict ranking, in accordance with which the decision maker enumerates the
properties of information to increase the degree of their significance (criticality). At the same time, it is
believed that the decision maker can assign the same degree of significance to several properties. In such
a situation, the decision maker places them side by side arbitrarily. The rank of the evaluated properties is
determined by their number. The property estimates calculated in this way are generalized Fishburne
weights with a mixed distribution of preferences.

Conclusion. Thus, the proposed methodology for assessing the current level of information security
of EIS in comparison with the existing analogues takes into account the impact of damage to information
resources and information security systems on each other within hierarchical levels, as well as qualitative
expert assessments of damage states. At the same time, the proposed technique, with proper adaptation,
can be applied to any systems and assessments, for example, when assessing the level of operational
safety, fire safety, etc.
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