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In developed countries the creation and usage of satellite navigation systems for ground transportation
monitoring has been helping to solve various problems for a long time, whereas in Russia similar systems based
on GLONASS have been introduced relatively recently. Satellite monitoring is widely used to supervise ground
transportation for solving logistical tasks, control of passenger and cargo traffic, optimization of courier ser-
vices, providing the safety of passenger and freight transportation. Attackers in the case of gaining access to a
system with read-permissions can illegally obtain information about the location of monitored objects. If attack-
ers can access with write-permissions, they can affect the data in the system, intercepting or sending false data.
Both of these options may entail serious negative consequences, and even cause casualties. Currently, the Rus-
sian authorities provide legislative stimulation for introduction of such systems at the municipal and commercial
land transport, first of all at ambulance cars and city buses. The article describes the typical structure of such
systems, the main protocols used to exchange data between their nodes; provides an overview of the most
commonly used software and hardware solutions in such systems. In this article are also presented the possible
issues of information security for such systems; recommendations for prevention and elimination of information
security treats are made; directions of protection from adverse factors are listed.
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B pa3BHTHIX CTpaHAX CO3AAHAC W MCIIOB30BAHNC CITYTHHKOBBIX HABHTALMOHHBIX CHCTCM IS KOH-
TPOJII EPEMEIICHIH HA3EMHOTO TPAHCIIOPTA IIOMOTACT PEIIATh PA3IHYHBIC 33a7a4H YK€ B TEUCHHUE JOJITOTO
Bpemenb. OmHAako aHamormyHbe CHCTeMBI B Poccunu, ocHoBanHbe HA [ JIOHACC, cramm mOBCEMECTHO BHE-
JPATHCS JIHIIb OTHOCHTCIFHO HeAaBHO. CIMYTHHKOBBIH MOHHUTOPHHT MOMYYHI IMIHPOKOC MPHMCHCHHC IS
HAOIFOJCHUS 32 HA3EMHBIM TPAHCIIOPTOM C LEIBEO PEHICHHS JIOTHCTHUECKUX 3a4ad, A7 KOHTPOJS HAA TPy-
30BBIMH H MACCAKHPCKAMH TPAHCIIOPTHHIMH MOTOKAMH, ONTHMH3AIHA PAOOTH KYPECPCKUX CIIYKO, obecte-
YyeHHUsI OE30MACHOCTH MACCAKUPCKHUX W TPY30BBIX MEPEBO30K. ATAKYIOMIME, B CIIydac IMOMYUCHUSI JOCTYIA K
CHCTEMC KOHTPOJIS MCPEMCIICHUH ¢ «IPABOM YTCHHS», MOTYT HE3AKOHHO MOJYYHTH HH()OPMAITHIO O MECTO-
TOJIOKCHHH MOHHTOPHPYEMBIX 00BCKTOB. ECITH aTakyromme moyvaroT JOCTYI ¢ «IPABOM 3alACH», TO OHH
MOTYT BO3ACHCTBOBATH HA JAHHBIC B CHCTEMS KOHTPOJIA, MICPEXBATHIBAS HITH TIOCHLTAA JIOXKHBIC TaHHBIC. Pea-
TI3anys o00TO M3 3TUX BAPHAHTOB MOXKET ITOBJICYB 3a COOOH CEPhE3HbIC HETATHBHBIC ITOCTICACTBIS B JaKE
TIPUBECTH K YEIOBEUCCKUM JKCPTBaM. B Hacrosimee BpeMsl POCCHHUCKHE BJIACTH OOECIICUMBAIOT 3aKOHOA-
TCIBHOC CTHMYJIHPOBAHHC A BBCACHHS TAKHX KOHTPOJIMPYIOUMX CHCTEM B SKCIUIYATAIMEO HA MYHHIIH-
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MAJIHOM W KOMMEPUYECKOM HAa3EMHOM TPAHCIOPTE — B IIEPBYIO OUYEPEaAb B AaBTOMOOMIIIX CKOPOH IMOMOIIH M
TOPOJCKHX aBToOycax. B maHHOM CTaThe OMUCHIBACTCS THUIHYHAS CTPYKTYPA TAKUX KOHTPOIMPYIOIIMX CHC-
TEM, OCHOBHBIC IIPOTOKOIBI, IPUMEHICMBIC A1 OOMEHA JAHHBIMH MEXIY HX Y3JIAMH, IPEACTABICH 0030p
OOBIMHO WCIOJNB3YEMBIX B TAKHX CHCTEMAX MPOTPAMMHBIX U aNIAPaTHBIX pemeHuil. B padore Takke ommca-
HBI BO3MO)KHBIC ITPOOJIEMBI HHPOPMAIMOHHONH OC30MACHOCTH I PACCMATPHBACMBIX CHCTEM; JAAHBI PEKO-
MEHJAIMH 0 NPEIOTBPAIICHHIO H YCTPAHEHHIO YIPO3 HH()OPMAILMOHHOH OE30IACHOCTH; NMEPEYHCICHBI Ha-
TIPABJICHHS 3aIUTHI CHCTEM OT BO3JCHCTBHS HEOIATONIPHUATHEIX (DAKTOPOB.

Kmouesnie cjioBa: HHPOPMATHOHHAS 0C30MACHOCTD, CIYTHHKOBBIC HABHTAIIHOHHBIC CHCTCMBI, MO-
HUTOPHHT W JUCTICTUYCPCKHHA KOHTPOJIb HA3CMHOTO TPAHCIIOPTA, ABTOMATH3HPOBAHHBIC HH()OPMAIHOHHO-
mmepurebHbie cuctemsl, SCADA, GPS, TJIOHACC

Introduction. Global navigation and positioning systems are parts of automated navigation
systems for ground transportation monitoring and supervisory control, which have complex structure
and include a variety of different software and hardware solutions. Data communication between
their nodes is performed by a variety of protocols. Breach of information security of such systems can
lead to serious negative consequences, but this problem is not analyzed in sufficient details.

Over the past few years in Russia such systems have been being systematically imple-
mented at the federal and municipal levels. The first city in Russia, where public transport was
equipped with navigational monitoring equipment based on GLONASS (GLObal NAvigation Sat-
ellite System), became Sochi. In order to control transportation flows, GLONASS equipment was
installed on 250 buses in Sochi by company "M2M telematics" [11].

The purpose of this article is to analyze possible threats to information security of GLON-
ASS-based automated navigation systems for ground transportation monitoring and supervisory
control.

Brief information about global navigation and positioning systems. The Global Posi-
tioning System (GPS) is a space-based satellite navigation system that provides location and time
information in all weather conditions, anywhere on or near the Earth where there is an unobstructed
line of sight to four or more GPS satellites [20].

The system provides critical capabilities to military, civil and commercial users around the
world. It is maintained by the United States government and is freely accessible to anyone with a
GPS receiver [10].

The GPS project was developed in 1973 to overcome the limitations of previous navigation
systems, integrating ideas from several predecessors, including a number of classified engineering
design studies from the 1960s [12]. GPS was created and realized by the United States (US) De-
partment of Defense (DoD) and was originally run with 24 satellites. Currently there are 31 in-orbit
and healthy satellites [10].

GLONASS - GLObal NAvigation Satellite System — is the Russian satellite navigation
system designed for operative support of quick navigation. The system is intended for an unlimited
number of users. GLONASS satellite monitoring can be carried out on a land, sea, river and air
transport. Access to civil GLONASS signals at any point on the globe is provided on the basis of
Presidential Decree granted to Russian and foreign consumers at no cost and without restrictions.

GLONASS can provide not only navigation, but also satellite monitoring of transport [7],
which allows monitoring ground transportation on purpose to solve logistical problems, to control
cargo traffic, to optimize courier services, to ensure safety of passenger and freight transportation,
to perform survey and cadastral works.

Russian authorities doesn’t have jurisdiction on GPS, and, unlike GLONASS, stable access
to it on country’s territory cannot be guaranteed.
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Russian GLONASS, as well as USA’s GPS, is used both in civil and military (army vehi-
cles movement, fire coordination etc.) purposes. It means that at any moment civil access to these
systems may become limited or even completely restricted by military orders.

Parts of these systems may become objects of political showdowns, as it happened at sum-
mer 2014 — Russian government decided to shut down all 11 American-run GPS stations within its
territory [16].

That’s why European Union (EU) decided to become independent of those two systems
and make its own navigation and positioning system called «Galileo», as well as Earth monitoring
program called «Copernicus» [6].

The first three Copernicus services under the land, ocean and emergency response themes
and two additional services addressing the atmosphere and security themes were unveiled at the
Copernicus Forum held in Lille in September 2008. Currently in their pre-operational phase, it is
foreseen that these services enter into an EU-wide operational phase by 2011, with the objective to
be fully operational by 2014. Its cost during 1998 to 2020 is estimated to be 8.4 billion euro [4].

Legislative control. At the moment, the Russian government has adopted a series of regula-
tions and laws that establish the basic concepts, procedures and standards of installation and opera-
tion of GLONASS-based automated navigation systems for ground transportation monitoring and
supervisory control, and has aimed at stimulating their implementation and use [13, 15, 17]

According to Resolution of the Russian Government on August 25, 2008 Ne 641 «About
equipment transportation, technical facilities and systems by satellite navigation systems based on
GLONASS or GLONASS/GPS», the following vehicles, devices and systems should be equipped
by facilities, based on GLONASS or GLONASS/GPS [15]:

e space devices;

e state aircraft, civil and experimental aviation planes;

¢ sea, river and mixed («river-sea») vessels;

e road and rail vehicles, used for the transportation of passengers, special and dangerous
freight;

e apparatus and equipment, used to carry out geodetic and cadastral works;

e time synchronization systems.

Although the law does not directly limit the application of the navigation equipment, based
on GPS on these types of devices, it does so indirectly, by only allowing the use of devices based
on GLONASS or GLONASS/GPS combination.

A typical structure of automated navigation systems, their vulnerabilities and infor-
mation security. Thus, due to the growing number of GLONASS-based automated navigation sys-
tems for ground transportation monitoring and supervisory control (it varies up to few hundreds of
such systems in each administrative region of Russia in civil sector), issues of information security
has become extremely important.

Attackers in the case of gaining access to a system with read-permissions can illegally ob-
tain information about the location of monitored objects. If attackers can access with write-
permissions, they can affect the data in the system, intercepting or sending false data. Both of these
options may entail serious negative consequences, and even cause casualties.

To contemplate the possible security issues of such systems, it’s necessary to analyze the
elements of their typical structure (fig.).
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Fig. A typical structure of automated navigation system
for ground transportation monitoring and supervisory control

As seen, automated navigation systems for ground transportation monitoring and supervi-
sory control by their functions and structure can be considered as systems for control and data ac-
quisition (SCADA).

Stability of system’s measurements mainly depends on the space satellites: their amount,
on-ling status, coverage zones, stability of firmware, etc. To properly calculate the position of ob-
ject it’s necessary to have communication with at least four available satellites at once (three satel-
lites are enough for two-dimensional measure without of altitude parameter), but more satellites
will improve accuracy of calculations [14].

Another way to improve accuracy of object’s coordinates calculations is to use ground-
based reference stations, which broadcast the difference between the positions indicated by the sat-
ellite systems and the known fixed positions. These stations broadcast the difference between the
measured satellite pseudoranges and actual (internally computed) pseudoranges, and receiver sta-
tions may correct their pseudoranges by the same amount [5].

Vulnerabilities of navigation satellites and ground stations lay beyond the scope of this article.

Onboard navigation and communication equipment (ONCE, or for brevity is often used the
word «terminal») is intended for installation on the vehicle as an additional device, recording at
specified intervals (from one second to several minutes) using an internal GLONASS (or GLON-
ASS/GPS) module the current location (coordinates) of the vehicle, its speed, movement direction.
Additionally a number of other parameters can be recorded, such as status of the analog and digital
inputs, sensors data (ignition status, fuel level, etc.). This information can be transmitted to a speci-
fied server and stored there for further analysis.

ONCE enables control of external equipment via digital outputs using commands sent via
GPRS or SMS. Mounted ONCE must be certified, and the requirements for them are determined by
several state standards of the Russian Federation, in particular, the standard «GOST R 54024-2010
Global navigation satellite system. Urban land passenger transport supervisory control. The pur-
pose, composition and characteristics of onboard navigation and communication equipment» [17].
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Some models of terminals have independent internal power supply in case of disconnection
from external power supply (car battery), and it’s possible for them to keep collect and send all
necessary data.

To ensure data integrity on external power failure or GSM network disappearance, the state
of all events is recorded by the terminal and stored in non-volatile memory. The accumulated data
is transmitted as soon as the network of mobile operator is available, usually through GPRS as data
packets to the telematics server (some models of devices support more than one server) with a
static IP-address or domain name (some devices support only IP-addresses).

Consider the most probable ways of intervening into the regular job of automated naviga-
tion systems for ground transportation monitoring and supervisory control by intruders (hackers),
their targets and ways to detect attacks and prevent their possible negative consequences.

Physical impact on the ONCE as of the system part or on its contents can be performed by
temporarily disabling or damaging the terminal nodes by mechanical (breaking inside the device,
powering it off, or pulling out the SIM-card) or electromagnetic (shielding, powerful electromag-
netic impulse) effects. Disabling SIM-card module can cause temporary loss of communication
with the telematics server, however, if the navigation module is still functional and the sensors are
still connected, data, anyway, will be put into non-volatile memory. The software will alert the su-
pervisor about the communication failure, and after recovery the data will arrive into the system. If
the malefactor would break the navigation module or disconnect any of the sensors, the loss of in-
formation is inevitable.

Physical influence can be prevented mostly by sealing equipment’s casing and sensors’ in-
puts. The best way to reduce the probability of physical infiltration is to place [3] the equipment
into the most inaccessible place of the vehicle.

The other «weak point» of terminals is their electronic components, which normally are not
of «space» or «military», but of «civil» class. It means that their reliability depends on significant
environment factors (temperature, humidity, vibrations, electromagnetic fields). Though it’s possi-
ble to improve nodes” reliability by backing them up with duplicates, normally owners don’t do
this, because it also leads to doubling the cost (and weight) of hardware, and it’s cheaper to replace
a node each time it breaks.

Natural influences are determined by a combination of factors (physical, chemical, thermo-
barical, etc.) capable of exerting direct or indirect, immediate or mediate impact on performance
and work regimes of terminals [3].

In Russia the current related standard is GOST 14254-96 (Russian National Standard, har-
monized with IEC 529-89) «Degrees of protection provided by enclosures», which defines the re-
quirements in terms of resistance of enclosures and electrical equipment in general to external im-
pact factors, as well as the methods and modes of controlling and testing to check for compliance
with enclosures” electrical protection level sets.

This standard indicates the degree of protection provided by enclosures. Electrical protection
index (IP) consists of two digits. The first shows the protection against ingress of solid particles inside
the structure: from zero to six. The second shows protection against moisture: from zero to eight.

Along with the indicators of protection against external influences there are concepts of
climatic performance and allocation category. Climatic performance shows in which temperature
range the device is operated. Allocation category defines a number of external factors (such as hu-
midity) in place of the product’s exploitation [3].

In accordance with the definition of security, all attacks on navigation systems for ground
transportation monitoring and supervisory control can be divided into the following categories [2].

1. Access attacks, which include attempts to gain unauthorized access to system resources.
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2. Attacks on privacy, which represent attempts to intercept the data transfer in the trans-
port environment.

3. Attacks on integrity, which include the generation and transfer of frames to capture and
control of the whole system, to call faults and failures in its work or to prepare other attacks.

Supervisory software has features for interrupted connections detection and will alarm if it
receives data gaps or zero values from remote devices.

Programmatic impact can be performed by direct connection to the device by an attacker
using a data cable, or by remote connection to the node at interval between the server and the node.
Such attack requires special equipment and skills and allows an attacker to modify the internal set-
tings of the device and even its firmware. Telematics server software usually allows performing
mass remote firmware updates. If an attacker will be able to break into the channel of communica-
tion between the server and the ONCE and prove it that he is legitimate, the consequences could be
extremely negative, up to the failure at the hardware level. This kind of attacks is almost impossible
to detect, but they can be prevented by filtering by IP and MAC address of the remote devices by
the firewall and applying crypto-stable passwords, as well as strong authentication methods.

Many of ONCE’s types have another vulnerability — the ability to change internal settings
via SMS. Knowing the phone numbers, assigned to device’s SIM-card, an attacker can send a stack
of SMS with malicious settings. Even despite the fact that such devices require a password to ac-
cept permission to perform any critical action via SMS, the people, who install them, usually does
not change the password, and it remains the default (such as "1234" or "0000"). This greatly re-
duces the information security not only of one device, but the whole navigation system for ground
transportation monitoring.

If the operator does not own the ONCE, it makes an agreement which prescribes the opera-
tor's liability to the owner of this device. In most cases there is an agreement with a contractor to
install a number of devices for the operator. Thus, for any direct interference or violation of infor-
mation security and integrity of the unit, the operator and (partially) the contractor shall be liable to
the owner of the equipment.

Telematics server has specialized software installed to receive data from external sources
(ONCE, web application, other servers), put the incoming data into the database, manage date in-
side the database, send data from the database to other servers or into web application, perform
management of settings of the remote equipment.

There are many software solutions, but the most common software that can be considered are:

e "BN Complex" by "M2M telematics" [1];

e "ACS Navigation" by "Transnavigation (NPP Transnavigatsiya)" [18];

e "Wialon Pro" by "Gurtam" (it’s also possible to rent a telematics server from this com-
pany) [21].

However, at the moment, the developers of these systems keep their product’s support and
development going.

The data on the server software may come through a large number of protocols, based on
HTTP, SMTP, FTP, etc. [13] Protocol, used to transfer data between the server and ONCE, may be
open (for example, «Garmin FMI» [7]) or closed (for example, "Granite-2.07").

The most serious vulnerability of any open protocol can be considered as device’s identity for-
gery. That is, an attacker knowing telematics server’s address, a unique identifier number of the device
(UIN) and used data transfer protocol, may send false messages on behalf of this device. Currently there
is no certain way to defend against such an attack. Even the use of proprietary protocols does not guar-
antee protection. Proprietary protocols are such only formally and informally it’s possible obtain the
information about the messages’ format using reverse engineering on the server side.

Good, but not an absolute way to protect at the moment seems filtering data packets from
devices by their IP and MAC addresses. But in the case of a large number of devices (often several
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thousand or more — normally an average main regional transport supervisory system includes tens
of thousands onboard terminals) this way is extremely difficult, inefficient and does not protect
against [P and MAC addresses forgery.

To transfer data between servers is most commonly used the «Unified protocol for com-
munication of telematic platform of moving objects monitoring and control systems» based on
SOAP [19], often called for brevity "NIS/Olimpstroy/SOAP". In this case, the method, described
above forgery of device’s UIN, is still possible. However, this protocol involves allocation of spe-
cial URL-gates on the server side with the ability to use Basic or NTLM authentication combined
with SSL for each incoming data connection. Thus, the use of SSL is recommended. When the
connection is being configured, it’s necessary to create a separate account protected by a strong
password.

Telematics server may also become a source of danger, because normally it is operated by
Microsoft Windows Server system, which itself has a lot of vulnerabilities, is able to run viruses,
rootkits and other malware. Administrators of the telematics server should be aware of possible
security threats and be able to prevent them in time. It’s crucial to use anti-virus, anti-malware pro-
grams and to monitor the system’s security logs. It’s also important to setup the backup mecha-
nisms for the database and the whole system.

Another weakness of the system is the area between the telematics server and the web-
application. An attacker can intercept the data or send a control signal to the server. In this case it’s
reasonable to use SSL and setup crypto-steady users’ accounts for accessing the web interface of
the application.

Despite the fairly large number of possible vulnerabilities of SCADA-systems, the most
dangerous are the internal anthropogenic threats to information security, which include [7]:

e unintentional personnel actions that create the auspicious conditions for external attacks
by hackers;

e intentional ignoring the requirements of information security by staff that serving
SCADA-system;

e the lack of qualification of personnel in the field of information technologies and im-
plementation of methods of information security;

o the lack of proper security-aimed training courses for personnel.

Unlike external intruder, staff of the enterprise has the great opportunities for attacks to in-
fect and spread malicious code on the sensor network. Information security problems often caused
not so much by external attacks, but more as non-compliance with staff regulations and rules of the
enterprise information security policy. Managers and other staff of the enterprise may ignore their
duties and in the "free" time do the Internet "surfing", social networking, and playing computer
games. The result may be an unauthorized PC infection by computer viruses, Trojan horses and
worms, which then may penetrate into the sensor networks. This explains why viruses and worms
like Stuxnet often present in SCADA-systems, and this fact is normally hidden by staff and manag-
ers, as the disclosure of this information will lead all the staff and management to the detailed in-
spection and then to subsequent negative consequences for them. In addition, the finding of the in-
fection in SCADA system may cause a need of hard reset to clean the virus and will stop the most
of enterprise processes, but it is not always feasible from an economic standpoint [2].

Also, the lack of qualifications of personnel, which works with terminals, requires the in-
volvement of outside experts to identify and correct software or even firmware changes in terminals,
because after cleaning the system it’s necessary to be ensured that the programs and settings in the
system nodes correspond to the values required for the proper functioning of system [8].
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It is well known that the human factor is the main reason of deviations from normal opera-
tion status in various technical systems. This requires special attention to the establishment and
maintenance of appropriate technical regulations.

The price of such systems’ security improvement varies. It depends of the complexity of
system, its purpose, types of used terminals and telematics server

Conclusion. Automated navigation systems for ground transportation monitoring and su-
pervisory control currently receive active development on the territory of Russia. Such systems
may be considered as complicated information-measuring systems [3] and, because of their com-
plex structure, they have many potential vulnerabilities.

Without the analysis and taking measures to prevent these vulnerabilities, malicious attack-
ers can cause serious damage to the system and to dependent from it organizations and individuals.
Most of the attacks can be prevented, but in such systems there are still some vulnerabilities. There-
fore prevention methods should be found, and it is an urgent task.

After analyzing possible adverse factors, the following directions of protection of GLON-
ASS-based automated navigation systems for ground transportation monitoring and supervisory
control can be denoted:

e protection from natural factors: climate, sunlight, extreme temperatures, rain, high rela-
tive humidity, high atmosphere pressure, dust, sand, etc.;

e protection from biological agents (insects, rodents, etc.);

e protection from technogenic effects;

e protection from malicious human intervention: mechanical intrusions, software and
hardware hacking.

In general, the task of such systems' protection involves the use of special technical, tech-
nological, software and hardware solutions, and should be developed and implement as a set of
measures to comply with the constitutive and legislative standards, rules and regulations. The most
important parts with the weakest security grades are information transmission channels and soft-
ware solutions.

The most of owners of such systems do not aware of existing and possible risks, they don't
care about importance of providing proper security measures, and thus they don't spend money on
it. These expenses may vary of system's structure and complexity, but anyway they're lower than
possible damages from possible system failure.
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