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JIOKYMEHTBI, YOCTOBEPSIOLINE JINYHOCTh, UI'PAIOT OOJIBILIYIO POJb B 0OECIeUeHNH JIMYHOH U OOLIeCTBEHHON Oe3-
onacHocTH. OnHaKo Hanbolee MUPOKO UCIIONb3yeMble B HACTOsIIEe BpeMs OyMaxKHbIE JJOKYMEHTBI 00JIalatoT PsIoM Cyllie-
CTBEHHBIX HeNOCTaTKoB. Jlif MX ycTpaHeHUs paHee Oblia Ipe/UIoKeHa METOAMKA, NpeaycMaTpHUBarollas COBMECTHOE HC-
I0JIb30BaHHE CTEraHOrpa)MuecKUX ¥ KpUNTOrpahuueckix airopuTMoB. B naHHOlN paboTe omuchIBaOTCS MOAXOIBI K peay-
3allMy [POrpaMMHOI0 0OECIIeUEHHs], IO3BOJISIOLIET0 Ha NPaKTUKE Peald30BaTh YKa3aHHYH METOOMKYy. B mporpammuom
00ecIeyeH!H NIPUCYTCTBYET TPH OCHOBHBIX MOAYIIS: MOIYJb MNU(POBAHUS JaHHBIX; MOAY/Ib CTEraHOr PaUIECKOro BHEpe-
HUS IaHHBIX B M300pa)KE€HUE; MOJLYJIb 3aIMCH ChOPMUPOBAHHBIX JaHHBIX HAa CMapT-kapTy. Mcronb3oBaHue pa3paboTaHHOrO
[POrpaMMHOr0 00eCIIeueHHUs! MO3BOJIET MOMYYUTh JOKYMEHT, YOCTOBEPSAIOLIMI JIMYHOCTD, C IOBBIIICHHBIM YPOBHEM 3a-
IUIEHHOCTH OT aTaK Ha €ro 1eJI0CTHOCTh U HEBO3MOJKHOCTBIO MCIIOJIB30BAHMS TPETHUMU JIMLIAMH, TaK Kak 0€3 3HaHMs KITF0-
4a, 4acTh KOTOPOr0 M3BECTHA JIUIIb BIIAJIENbILY, & APYras 4acTb XpaHUTCS B 0a3e JaHHBIX FOCYIapCTBEHHOI'O OpraHa, HeBO3-
MOJKHO paciiudpoBaTh BHEIPEHHYO HHPOPMALHIO.

KiroueBbie cj10Ba: 3JIEKTPOHHOE YIOCTOBEPEHUE JIMUHOCTH, POOACTHBIH cTeraHorpa)MyecKuil anropurM, aua-
rpamMma II0TOKOB JIaHHBIX, KpUnrorpadus, creranorpadus
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Introduction. Identity documents of the owner have always played a big role in the public and private
security provision [6]. Such documents are also given to employees in enterprises for the organization of access
control. Now paper versions of such documents are still widely used. However, they have a number of signifi-
cant drawbacks:

o such certificates are more subject to mechanical stress than electronic documents (for example, even
short-term contact with water may result the information contained on the paper in an unreadable state);

e paper document can be forged, passed on intruder;

e it is impossible to ensure the safe storage of the document holder’s personal data (PD), because they
are stored in open form;

o difficulties in tracking the movement of a document at all stages of its life cycle;

e duration of the document’s preparation and approval;

e paper archive has no possibility of access rights to documents flexible management, etc.

The development of technology for the production of identity documents is continuously. Currently,
their development is associated with biotechnology [8]. State structures of different countries monitor the devel-
opment of biometric systems and documents based on them. The result is the creation of the electronic identity
documents. In addition to the owner's photo, they contain a microprocessor with its own memory, into which
additional information, including biometric parameters, can be recorded. Such documents are introduced by the
USA, Germany, Great Britain, Japan, etc. Russia is also developing a similar project [14].

Based on this, the purpose of this work was the development of technology for constructing an electronic
identity card (EIC), which would eliminate the shortcomings of the paper identity documents, described above.

Method development. The main task in the creating of any identity document is to ensure the cumula-
tive integrity of the person’s identifiable features and personal data specified in the document and the impossibil-
ity of counterfeiting or unauthorized alteration after the document is produced. It is also necessary to minimize
the possibility of using someone else’s document, that could have been lost or stolen by an intruder.

To solve the problem in the creating of electronic identity documents, it seems appropriate to use cryp-
tographic methods and algorithms based on steganography.

The cryptographic and steganographic transformations used in the aggregate make it possible to provide
the necessary qualities of identity documents.

The main idea when creating an EIC is as follows: some information is selected (last name, first name,
patronymic, date of birth, etc.) that needs to be embedded in the owner's photo, and the owner's photo itself,
which will be a container for embedded information. After determining the input data, the information is en-
crypted, and the encryption key is divided into two parts. One of which belongs to the owner of the document,
and the other — to the public authority. The figure 1 below shows schematically the main idea of creating an EIC
by embedding information in a person’s photo.

Government agency Identity document'’s

owner
The The
half of half of
key key
, Embedding
Encryption Encrypted information
Embed information » embedding » Image
information

Figure 1 — The scheme of creating EIC

The EIC test takes place in several stages. First, we need to extract information from the image. We
need to decrypt the received information because the information is encrypted. To do this, we need to connect
the two halves of the encryption key and perform the decryption. The scheme of verification of EIC is shown in
the figure 2.
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Figure 2 — The scheme of EIC test

A scheme to produce an autonomous electronic identity card (EIC) based on steganographic and cryp-
tographic algorithms, which makes it possible to create a qualitatively new identification system with an elevated
level of security was proposed in [3]. An algorithm of digital steganography with data encryption [2], which al-
lows solving the main task in the manufacture of an identity document - ensuring the cumulative integrity of the
person’s identifying features and personal data specified in the document was also developed.

The proposed algorithm allows to embed data into a graphic file, including those was compressed with
the JPEG standard. During embedding data, the algorithm works with images whose color depth is 24 bits. Em-
bedding is performed in the blue channel, because the human vision system is least sensitive to it. Let message
«M» be a bits sequence of length «N», the number of pixels in the transform domain is «C». Embedded pixels
are evenly distributed throughout the image in a pseudo-random manner.

The image or its part bounded by the transformation region is divided into two types of blocks r1 and
r2, with r1 =12 + 1. The blocks number of length r1 and r2 is equal to nl and n2, respectively. Provided that nl
+n2=Nu(rl -nl)+ (12 - n2) = C, the values of r1, 12, n1, u n2 are calculated by the following formulas:

(1
2

€)
(4)

Blocks alternate pseudo-randomly based on the key. Each message bit has its own block in which a pix-
el is selected that undergoes a change in accordance with the key from key sequence.

Consider the procedure for the formation of a key sequence. The password entered by the user is con-
verted to a 16-byte word using any hashing algorithm. Then three more such words are formed by cyclic permu-
tation. The result is an array of numbers of dimension [128 bits, 4 bits], the columns of which are a pseudo-
random sequence of numbers of 128 bits long. Getting the remainder of dividing these numbers by the block
length, we calculate the position of the pixel change inside this block.

Each pixel component is described by 8 bits with a color depth of 24 bits. 8 bits are according to one of
three color channels - by the number of main colors. Bits with position 4, 5 and 6 are subject to change. The de-
viation of the color intensity in this case does not exceed 6.3 %, and the total change in pixel brightness does not
exceed 1 % [1].

Consider embedding information in an image. The pixel number is selected in which the embedding is
performed in accordance with the key in the pixel block. The bit number is determined based on the values of the
same block's other pixels. For example, if all the fourth bits from this block are 0 or 1, then the algorithm leaves
the fourth bit of this pixel unchanged and proceeds to consider all the fifth bits of this block, etc. If all the fourth,
fifth and sixth bits of all pixels from this block are 0 or 1, then 4 bits are given preference. After finding the bit
number to be modified, the embedding of secret information occurs. Figure 3 shows a block diagram of a digital
steganography algorithm with data encryption.
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Start
Define the message Calculate the number o
and calculate its length f blocks of length r2

Determine
the scope of the

transformation _ _ _
Calculate quantity Introduction of information.

pixels in conversion

v

Calculate the number

of blocks of length r1 End

Figure 3 — Block diagram of digital steganography algorithm with data encryption.

As an example, consider the modification of a single image block. Let the block consist of five
pixels (fig. 4).

b, =11 1[1fo[1]1 0
b, =110[10[1]1 1
bs =10 1(1]0[0[0 0
b, =10 1|1]0[0[0 1
bs = 100[1]0]1/0 1

Figure 4 — Bit representation of the blue channel of one block’s pixels

As can be seen from the figure 3, the fourth and fifth bits (in red rectangles) do not satisfy the non-
uniformity condition. According to the algorithm, only the sixth bit (in green rectangle) can be modified.

Results. Charts and flowcharts were developed, reflecting the general principles of the program. Below,
as an example, is presented the Use Case diagram (fig. 5), which describes the possible behavior of the system
during interacting with the administrator. The administrator can select the image to be modified, the data to be
recorded. He also chooses an algorithm for encryption. After the administrator has entered the first half of the
key and the owner has entered the second half, the data is encrypted. Finally, the administrator writes to the
smart card the prepared image with the embedded stego, containing the user’s encrypted personal data.
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Q

Enter the second half of
the encryption key
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<<include>> _..--~ Owner

<<include>> |
:
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Select encryption

Encrypt selected data algorithm

1 \<<include>>

Select data to write

Computer's

operator N <<include>>

Select image to embed
information

\ <<include>>
h

Write image on card

Figure 5 — The Use Case diagram of software to create EIC

Figure 6 shows the data flow diagram. Three modules are involved in the software: data encryption,
steganographic embedding of data into an image, and data recording on a smart card.

Application Application
launch shutdown
Settings
EIC owner Modified
Encryption image
The second algorithm
half of key
Dat i Embedding Encrypted Record the modified
ata encryption Data in an Image image on the media
The first
half of key
Image
Government Encrypted data
agency
Workstation

Figure 6 — The software data flow diagram in Yourdon-DeMarco notation for creating an EIC
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The block diagram (fig. 7)

algorithm are written.

The developed software implements the following encryption algorithms: GOST 28147-89 [6], GOST
R 34.12-2015 [7], AES [4]. Next, a function is called that performs data encryption. This function has three
“overloads” for each encryption algorithm. After performing cryptographic transformations, the program deter-
mines the area for stego implementation. Then, the encrypted information is embedded in the image based on the

CASPIAN JOURNAL: Control and High Technologies, 2019, 2 (46)

shows the work of the algorithm for creating an EIC. At the beginning of
the program, PlainText, Password, Image, Algorithm variables are declared, in which the data for encryption,
the password entered by the user, the image being modified and information about the selected encryption

above algorithm, after the data is written to the smart card.

PlainText, Password, Image,
Algorithm

v

Encrypt PlainText using
Algorithm

v

Algorithm
AES GOSTR GOST 28147-89
34.12-2015
Y
Encrypt PlamText | |Encrypt PlamText Encrypt PlainText
using AES using GOST using GOST 28147-89
34.12-2015

I

|

Define the transform area

v

Generate a sequence of blocksbased on the transform domain

and the encrypted data

Y

Write encrypted data to Image

v

Write Image to card

Figure 7 — A block diagram of the software’s work to create an electronic identity card [5]
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The described software is developed in a high-level programming language - C # because it provides in-
tuitive and convenient desktop development tools.
Figure 8 shows the code for generating a sequence of blocks.

public class BlockCreator

public Point StartPoint
public Peoint EndPoint f{

public BlockCreator(Point startPoint, Point endPoint) {
StartPoint = startPoint; //CtapToBaa Touka obnacTu npeobpazosaHuA
EndPoint = endPoint; //KoHeuHnaa Touka obnacTtv npeobpa3oBaHusa

1
¥
public List<int» GenerateBlockList(string encText) {
int M = (EndPoint.X - StartPoint.X) * (EndPoint.Y - StartPoint.Y); // OBnactu npeoBpa3osanua

int encTextlength = encText.lLength; // [nwHa coobuenus

int r2 = (M / encTextlength); // lnuua 6nokos 2 Tuna
int r2 + 1; // LnuHa bBnokoe 1 Tuna

int n2 = (r2 + 1) * enclextlength - M; // Konwuecteo Bnokos 2 Tuna
int nl enclextlength - n2; // Konwdsecteo bBnokoe 1 Tuna

List<int> Blocks = new List<int>();
for (int i = @; i < n2; i++) {
Blocks.Add(r2);

}
.F

or (int i = @; i < n1; i++) {
i Blocks.Add(rl);
¥

return Blocks;

Figure 8 — The program code of the class, responsible for generating the sequence of blocks

Consider an example of the information introduction in the photo (PNG format). It is necessary to analyze
the numerical representation of the pixels row’s the blue channel because the human eye will not be able to see the
insignificant changes in the image. A 10x10 pixel transform area and a string to embed were selected —
11100100000110011110100110100001010011110100101001. Figure 9 shows the result of the work of program.

Before modification After modification

70 7D 7D 7D 7D 7B 77 79 64 68 7D 7D 7D W8 WS 7B 77 W@ 6A 68
7D 7D 7D 7D 7D 7B 77 B 7D 7D W B BWE 79 88 68
85 85 B85 B85 B85 71 74 85 85 88 85 71 74 64 70 6D
80 80 80 BO 80 6F 73 80 80 90 80 & @B 72 6E 75
78 78 78 78 78 78 7D 78 W0 W@ 78 W@ 7D 78 76 66
74 74 74 74 74 T3 70 74 74 W€ 74 73 70 74 TF 6D
7B 7B 7B 7B D5 78 74 7B 7B 7B @B 78 W@ 70 6C 6C
7¢ 7C 7C 7C 7C 71 69 7C #4 7C 7C 71 @@ 6A 6E 73
7F 7F 7F 7F 7F 6D 71 7F 7F @@ 7F 6D @ 7C 7D 78
77 77 77 77 77 75 78 77 77 77 77 75 78 74 71 68

Figure 9 — The results of program work in the fragment of the image
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In image 9, the pixels, which have green background, have been changed. The information capacity of
the container (image) depends on the image resolution. The size of the transformation area (a place for embed-
ding information) is determined based on the length of the data.

Conclusion. The declared approach to the production of electronic documents allows us to minimize
the described shortcomings of paper identity documents. Such a document is protected from attacks on its integ-
rity, since photography and personal data are a single entity. The possibility of using the document by third par-
ties is also minimized, since without knowing the key, part of which is known only to the owner, and the other
part is stored in the database of government agency, it is impossible to decrypt the embedded information.
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